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1. wlge Docker Image

w,ls lszls Docker Image. wlsd [Dockerfile| s, lpwecdlso psyvgo:
FROM quay. io/keycloak/keycloak: 23. 0. 3 as builder

# Enable health and metrics support
ENV KC HEALTH ENABLED=true
ENV KC METRICS ENABLED=true

# Configure a database vendor

ENV KC DB=postgres

WORKDIR /opt/keycloak

# for demonstration purposes only, please make sure to use proper certificates in production
instead

RUN keytool -genkeypair -storepass password -storetype PKCS12 -keyalg RSA -keysize 2048 -
dname "CN=server" -alias server -ext "SAN: c=DNS: localhost, IP:127.0.0.1" -keystore

conf/server. keystore



ADD - -chown=keycloak: keycloak . /com. mavaratech. Llogin-natcode-jar- with- dependencies. jar

/opt/keycloak/providers/com. mavaratech. login- natcode- jar- with- dependencies. jar
RUN /opt/keycloak/bin/kc. sh build

FROM quay. io/keycloak/keycloak: 23. 0. 3

COPY --from=builder /opt/keycloak/ /opt/keycloak/

# change these values to point to a running postgres instance

ENV KC DB=postgres

#ENV KC DB _URL=<DBURL>

#ENV KC DB _USERNAME=<DBUSERNAME>

#ENV KC DB PASSWORD=<DBPASSWORD>

ENV KC HOSTNAME=localhost

ENV KC _HOSTNAME STRICT HTTPS=false

ENV TZ=Asia/Tehran

ENTRYPOINT ["/opt/keycloak/bin/kc. sh", "start", "--debug", "--spi-theme-static-max-age=-1",6"--

spi- theme- cache- themes=false", "--spi-theme-cache-templates=false"]

3 lso lsd wJISso tlsl Slewlsd guse wo sls,Swsg s | /opt/keycloak/providers/| I slcdo -
lpwe.

dunwg)y wsda:
docker build -t keycloak-custom: 23 .

wouest: lsu suwes, Docker Image 1 wl olp |keycloak- custom| o ouweo |23] 1 prewsls we sy
>, |Dockerfile| psqwljo.

2. w9 w Docker Image wo Docker Registry

Docker Image gwlgwoguso Jl wo Jzsuwe s Docker o uws, |192. 168. 30. 26: 5000 sy psSUSe!

.)wlCJSJICJ:



docker tag keycloak-custom: 23 192. 168. 30. 26: 5000/keycloak- custom: 23

weuesST: lsu duvwy) S ol rass wls Docker Image ywlgwoguso lsgh psSus ol wls woyv
So0 wo utsuves lple yugo.

docker push 192.168. 30. 26: 5000/keycloak- custom: 23

weuesT: lsu suvws, Docker Image [l wo zsuwe,s puvtuediso (192, 168. 30. 26: 5000]) |, wl
eSS UD.

3. >swdes yss Kubernetes

wls lowed,l, Keycloak. 15 wlsJ |keycloak- deploy. yaml | jes, Igwercdlse psgugs:

apiVersion: apps/vl
kind: Deployment
metadata:
name: keycloak-deployment
namespace: nioc
labels:
app: keycloak
spec:
replicas: 1
selector:
matchLabels:
app: keycloak
template
metadata:
labels:

app: keycloak

spec:
containers:

- name: keycloak
image: 1image
volumeMounts:

- mountPath: /opt/keycloak/themes
name: files-vol

subPath: keycloak/themes



env:

volumes:

name: KC DB URL
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-db-url
name: KC DB USERNAME
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-db-username
name: KC DB PASSWORD
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak- db-password
name: KC HOSTNAME
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-db-hostname
name: KEYCLOAK ADMIN
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-admin-user
name: KEYCLOAK ADMIN PASSWORD
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-admin-password
name: KC HOSTNAME STRICT HTTPS
value: "false"
name: KC HOSTNAME STRICT
value: "false"
name: DEBUG PORT
value: "*:8787"

- name: files-vol

persistentVolumeClaim:



claimName: pvc-files

apiVersion: vl
kind: Service
metadata:
name: keycloak-service
namespace: nioc
spec:
selector:
app: keycloak
ports:
- name: app
protocol: TCP
port: 8443
targetPort: 8443
- name: debug
protocol: TCP
port: 8787
targetPort: 8787

kubectl apply -f keycloak-deploy. yaml
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wouest: lsu suwes, Wlsd |keycloak-deploy. yaml| [l o SJlowe, Kubernetes lgeld 50
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4. oplbse Ingress ols |Hléiso SSO

ol lgwe sl |5 Glsd lingress. yaml| s, gwossow SSO Lo owlwnleso Llse psyvs:

apiVersion: networking. k8s. io/vl
kind: Ingress
metadata:

annotations:

kubernetes. io/ingress. class: nginx



nginx. ingress. kubernetes. io/backend-protocol: HTTPS

nginx. ingress. kubernetes. io/keep-alive-requests: "10000"

nginx. ingress. kubernetes. io/large- client-header-buffers: 8 512k

nginx. ingress. kubernetes. io/max- worker-connections: "100000"

nginx. ingress. kubernetes. io/proxy-body-size: 8m

nginx. ingress. kubernetes. io/proxy-buffer-size: 256k

nginx. ingress. kubernetes. io/proxy-buffering: "on"

nginx. ingress. kubernetes. io/proxy-buffers: 4 512k

nginx. ingress. kubernetes. io/rewrite- target: /

nginx. ingress. kubernetes. io/ssl-redirect: "false"

nginx. ingress. kubernetes. io/upstream- keepalive- connections: "2000"

nginx. ingress. kubernetes. io/use- forwarded- headers: "true"

nginx. ingress. kubernetes. io/use-proxy-protocol: "true"

nginx. org/server-snippets:
listen 80 443 backlog=4096;
name: integration-ingress-ssl
namespace: nioc
spec:
rules:
- host: mysso.nioc. ir
http:
paths:
- backend:
service:
name: keycloak-service
port:
number: 8443
path: /
pathType: Prefix

kubectl apply -f ingress. yaml

sovesy leeld:

weuesST: lsu suwws, Ulsd |ingress. yaml| | s SJlgwes, Kubernetes lgpld S50 9 wolbsple
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wov b lols poled oldl ovsssow SSO Jes wlwsleso |mysso. nioc. ir| 5, sgwe 0w Elos weo. IE
puvSJs 2 o) putdoe weyy e 1 JISols provbk o)ls eswoslos gyl Suss.

suwwgle pddss ols wuums:
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kubectl get pods -n nioc

wouaST: lsu duvws) supEse whols puved,Juse 5, namespace |nioc| )l pplsgn pssoo.

Yy HgN S Jljol& i?_ll.):
kubectl logs [POD NAME] -n nioc
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