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Install Kubernetes

w,ls o) 0gd hostname [l wybse psSuse
hostnamectl set-hostname {HOSTNAME}

wls o) 090 0sli luwe Tyow js, lsel gves
mkdir -p /home/data

wls o) 09 vl lpwe e | ooy le js, woSst ols rpM Jl uuew psSuse

k.é)ub PSS L)M_g.) opPo dILSJ DI§ JuPeY .)lgSJLSCJ_ngS ~/ éJIJ .)IJ().)

tar -xf ./k8s tools. tar. gz
cd . /k8s-offline

yum install -y --cacheonly --disablerepo=* . /rpm/*. rpm

D Ss ugsols Sgo,uws) Slowsy, registry o)ls Ssgo,ows) l lszh psSouse

(wow, luwe sS registry o ls lspst ols Sso,ows) ) sSs 1) 0 ols Ssu,uw s 9 S registry
loeds wols pulsy lspst ol o) Lss sSs 1 pvgels sswlosygr So el storage oldlss HLs Isels
W9°)

cd . /images
docker load -1i registry. docker
docker run -d -p 5000: 5000 --restart=always --name registry -v rke-registry: /var/lib/registry

registry: latest

#test:
curl -X GET http: //{IP}: {PORT}/v2/ catalog

wtls IP 9 PORT lgJ punvtwele registry ptuosve Sswyuws s wtls IP g PORT 55 puvtpelw registry
loeds Ul puvtoe psSuse

(IGU .)()AJCJ_ngCJ )9S 000 9D ol |t_)| r°'~5():“.93)

sudo systemctl enable docker

sudo systemctl start docker



vi /etc/docker/daemon. json

{

"insecure-registries":["{IP}: {PORT}", " {IP}: {PORT}"],

"group": "docker"

}

systemctl restart docker

sovwgle s, )l ols opo Ugd ol Izl psSuse

adduser mydocker

passwd mydocker

sudo

sudo

groupadd docker

usermod -aG docker mydocker

newgrp docker

export UUUU=mydocker

sudo

chmod go-w /home/$UUUU

|)' U9 |qu§ () |)|6 oo 9o ol dUNLg) JS) J| IC)I szQ&p

ssh-keygen

cat ~/.ssh/id rsa.pub | ssh mydocker@{IP} "mkdir -p /home/mydocker/.ssh && cat >>

/home/mydocker /. ssh/authorized keys && chmod 600 /home/mydocker/.ssh/authorized keys"

sovwgle js, ol wols ope U ol Il psSUse

export UUUU=mydocker

sudo
sudo
sudo
sudo
sudo

sudo

nano

chmod 700 /home/$UUUU/. ssh

chmod 644 /home/$UUUU/. ssh/authorized keys

chown $UUUU: $UUUU /home/$UUUU/. ssh/authorized keys
chown $UUUU: $UUUU /home/$UUUU/. ssh

usermod -d /home/$UUUU $UUUU

systemctl restart sshd

sovwgle js, ol wols ope Vg ol Il psSUse

/etc/ssh/sshd config

PubkeyAuthentication yes

AllowAgentForwarding yes



AllowTcpForwarding yes

sudo cat /etc/ssh/sshd config

grep -E

"PubkeyAuthentication| AllowAgentForwarding| AllowTcpForwarding"

sudo systemctl restart sshd

sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo
sudo

sudo

firewall-cmd
firewall- cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall- cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall- cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall- cmd
firewall-cmd
firewall-cmd
firewall-cmd
firewall-cmd

firewall-cmd

- -permanent
--permanent
--permanent
- -permanent
--permanent
--permanent
- -permanent
--permanent
- -permanent
--permanent
--permanent
--permanent
--permanent
--permanent
- -permanent
--permanent
--permanent
- -permanent
--permanent

--permanent

--add- port=5000/tcp

--add- port=80/tcp

--add- port=443/tcp

--add- port=2376/tcp

- -add- port=6443/tcp

- -add- port=8472/udp

--add- port=9099/tcp

- -add- port=10250/tcp
--add-port=10254/tcp

--add- port=30000-32767/tcp

- -add- port=30000- 32767 /udp

--add- port=2379/tcp

--add- port=2380/tcp

--add-port=7946/tcp

--add- port=7946/udp

--add-port=179/tcp

- -add- port=4789/udp

--add- port=5473/tcp

--direct --add-rule ipv4 filter FORWARD
--direct --add-rule ipv4 filter FORWARD

--direct --add-rule ipv4 filter FORWARD 99 -o cali+

--direct --add-rule ipv4 filter FORWARD 99 -i cali+

--set-log-denied=all

--reload

)uuu_”|c; JS )| ;_;J|.5 H’IJ JJ.)L‘) L9 o|.5 ©9.) L‘).3|J‘ ;_JJ|,5 opeo V9> ol IC)I szQ&p

-0 cali+ -j ACCEPT
-i cali+ -j ACCEPT
ACCEPT
ACCEPT

.o|g_)(§.5 )uuo_”|o wyol -__JJLs 09> |3.J It)”U:

dovws, sy lol ps v wllsest ols Ssw,ows) uss utsuwe,s ptvesd wau Jugd

unzip ~/k8s _images. zip -d ~/

(Is ws 5 wew registry Sso,ows) tlsSibs gvs)

. /rancher /rancher- load- images. sh --image-list . /ALL-IMG. txt --images ~/k8s_images. tar.gz --



registry {IP}: {PORT} 2>&1 | tee . /load. log

dowwgy jso wols vuew helm luzle ps gvgs (wo ls {VERSION} p@ol, 5,50 vetst Blsd pats»
tls Sl yugd)

cd . /helm

tar -zxvf helm- {VERSION}. tar. gz

11 /usr/local/bin | grep helm

sudo cp linux-amd64/helm /usr/local/bin/helm
11 /usr/local/bin | grep helm

sudo chmod +x /usr/local/bin/helm
dUNWY) Sy t__JJILS Ve kubectl ICII" PSS UNgd

cd . /kubectl
echo "$(<kubectl. sha256) kubectl" | sha256sum --check
sudo install -o root -g root -m 0755 kubectl /usr/local/bin/kubectl

ol lowe o L sgues)le js) lsd rke [l ols vgew Ipho psSuse

cd . /rke
sudo chmod +x . /rke

. /rke --version
clopwes, sss sho prsb SlovsS rke ps yusse
. /rke config --name cluster. yml
ls o) 09> Lo s, Pluvt psdese!

[+] Cluster Level SSH Private Key Path [~/.ssh/id rsa]: #ql p¢& wsié e (| oo, esiose)

[+] Number of Hosts [1]: #ogslo vgo ol

[+] SSH Address of host (1) [nonel: #l s os 09> | 5J

[+] SSH Port of host (1) [22]: #Jl p& wsimee (I suol psivse)

[+] SSH Private Key Path of host (10.10.10.12) [none]: #Jl p& osims e (| soo, psose)

[-1 You have entered empty SSH key path, trying fetch from SSH key parameter

[+] SSH Private Key of host (10.10.10.12) [none]l: #Jl p¢& csimdse (| soo, psiose)

[-]1 You have entered empty SSH key, defaulting to cluster level SSH key: ~/.ssh/id rsa

[+] SSH User of host (10.10.10.12) [ubuntu]: mydocker

[+] Is host (10.10.10.12) a Control Plane host (y/n)? [yl: y # > ps o5 0 e9.0 uvb, ey,

| gy



[+]
[+]
[+]
[+]
[+]

Is host (10.10.10.12) a Worker host (y/n)? [n]: y # > 9 088 09d p9 0 ob, peo, | g Y
Is host (10.10.10.12) an etcd host (y/n)? [nl: y # 5> 9 058 09d p9n vb, 9,8, | pwo vy
Override Hostname of host (10.10.10.12) [none]: nodel # ol ywo vse vs>
Internal IP of host (10.10.10.12) [none]: #Jl p& osime e (I sool psivse)
Docker socket path on host (10.10.10.12) [/var/run/docker.sock]: #l p& oo e (1 suo,

PSIuse)

[+]
[+]
[+]

[ +]
[+]
[+]
[+]

[+]

3 velsw golo pwsldle s, Ul wlunt psdese:

Network Plugin Type (flannel, calico, weave, canal, aci) [canall: canal #ye¢& jwso
Authentication Strategy [ x509]: #J g wsiuiwe (1 soo, psjuse)

Authorization Mode (rbac, none) [rbac]: #J p& ousimse (I suo, psivse)

Kubernetes Docker image [rancher/hyperkube: v1. 26. 8-rancherl]: #Jl y¢& csimdge (| soo, psiuse)
Cluster domain [cluster. locall: #dl p& wusimee (I suol psivse)

Service Cluster IP Range [10.43.0.0/16]: #J p& wsiudpe (| sool psiose)

Enable PodSecurityPolicy [n]: #dJl g& wsimée (| soo, psiose)

Cluster Network CIDR [10.42.0.0/16]: #J g osimd e (| ool psiose)

Cluster DNS Service IP [10.43.0.10]: #J g oside (| oo, psiose)

Add addon manifest URLs or YAML files [no]l: #Jl p¢ csimdse (| soo, esiuse)

lsd cluster.yml lszls o Ll ol sslsgvS) ol psSuse s psbd o, Ul wEss) psrose:

kubelet:

extra binds:

- "/home/data: /home/data"

ssh _agent auth: true

addons: | -

apiVersion: vl

kind: Service

metadata:

name: custom-ingress-nginx-controller

namespace: ingress-nginx



spec:

ports:
- name: http
port: 80

protocol: TCP

targetPort: http
- name: https

port: 443

protocol: TCP

targetPort: https
selector:

app: ingress-nginx

app. kubernetes. io/instance: ingress-nginx
sessionAffinity: None

type: LoadBalancer

0PEUSU IS ws 9 wew registry Ll o)ls opo lspst ol 5, Guwew System_images wobspe psSuse
(Owd |5 image ol /{PORT}:{IP} |l clsSils psSuse) wilbs, peld:

system images
etcd: rancher/mirrored-coreos-etcd: v3.5.6  ----- owdsd 9o wo ----> etcd

{IP}: {PORT}/rancher/mirrored-coreos-etcd: v3.5. 6

dUNI9) IS )| ICJI PLsJusp ()UUCJSJ c]o 5 k_JJIgS CJ JJ)Q |ouo|J g_,-| ssk-key <0 0p0 U9 ol |Qc|‘o
PSUN9d)

eval "$(ssh-agent -k)" && eval $(ssh-agent) && ssh-add ~/.ssh/id rsa
ssh-add -1

#test:
ssh -t mydocker @ IP} "docker ps"

ol lpwedle 1 opwews, js, Ouew UvsE ps Ungd
. /rke up

ol lpwe o I rpwegle js, lsd SlowsS Ssw,ows) vuew gvdo Ll wls lpwe o 5, kubectl »,
I ow poosbe Sws psSuse

mkdir -p /root/. kube/
cp . /rke/kube config cluster.yml /root/.kube/config



kubectl get nodes

ol lpweddbo | opwews) sy b vete vpew Sswows) lbesolu tlued psSose:

kubectl get nodes -o wide



Postgres Using Swarm



Postgres Using Swarm

Install Docker Swarm

wubsele Wls sld Ll ols opo vgd ol v psSUGe:

firewall-cmd --add-port=2376/tcp --permanent
firewall-cmd --add-port=2377/tcp --permanent
firewall-cmd --add-port=7946/tcp --permanent
firewall-cmd --add-port=7946/udp --permanent
firewall-cmd --add-port=4789/udp --permanent

firewall-cmd --reload
‘—_)JI;S opo 09) ol HostName PL')I(_)”V QN szQ&p
hostnamectl set-hostname {NEW NAME}
SS 092l puve, 2, 0, PSS 9 0, Ve PUNEL YU, Sy Ul psivse:
docker swarm init

sowesy jsy ol o) vss Manager Geds ol ps Suse ol sS Slews slls wsSy weds> Sus s pblod
eoltds So vwste Slews psdesr wsyv ps Usse-

docker swarm join- token manager
) lso PJCJO CYTUNY ols L‘)g.)ol by JJ|u.uo) Swarm )| “.J)IL)”I()“ HOSTNAME TL') ol ou]bsp esS JQ&,O.
ot S3bs SpS ps Sus wls luwvedul pwssow ol 5, s> LeTsT: woluwluw woruve o) s>
wuepse Ssus Suse! 2, slde wotuwe olss So o, lso eutdo wuls vssels eups SUluve, wesso
S Jvgd: Dy JP'C) wUS 9 |uuu(j)|) WORKLOAD ol (g_JJLs pulJ Postgres) )9S L')_g)ol ©9) IL)MOJI.)O L9J|J
S '5-5)3-

docker node update --label-add region={LABEL} {HOSTNAME}

tow punlose Jsywew ugdol wo ople label ol | spues) sy luvewdle ps Gugo.



docker node 1s -q | xargs docker node inspect -f '{{ .ID }} [{{ .Description. Hostname }}1: {{
. Spec. Labels }} - {{ .Status. Addr }}'



Postgres Using Swarm

Install Postgres

dls,Swess sy Ul o) opo Ugd ols dswlosyw lszh psSuse:
mkdir -p /home/postgres/data

sS wlsd docker-compose.yaml Iszls S o0 wyog e Syt (e So wesls guygy ol wsygv | 2 £
lwe Blsd )l wEss) ros0)

version: "3.6"
services:
zKk1:
image: {REGISTRY IP}: {REGISTRY PORT}/bitnami/zookeeper:3.9.1
deploy:
placement:
constraints:
- "node. labels. region==db-1"
ports:
- target: 2181
published: 2181
mode: host
- target: 2888
published: 2888
mode: host
- target: 3888
published: 3888
mode: host
networks:
db net: null
environment:
- ALLOW ANONYMOUS LOGIN=yes
- Z00_SERVER ID=1
- Z00_SERVERS=0. 0. 0. 0: 2888: 3888, {SECOND_SERVER IP}: 2888: 3888
zk2:
image: {REGISTRY IP}: {REGISTRY PORT}/bitnami/zookeeper:3.9.1
deploy:



placement:
constraints:
- "node. labels. region==db- 2"
ports:
- target: 2181
published: 2181
mode: host
- target: 2888
published: 2888
mode: host
- target: 3888
published: 3888
mode: host
networks:
db net: null
environment:
- ALLOW ANONYMOUS LOGIN=yes
- Z00_SERVER ID=2
- Z00 SERVERS={FIRST SERVER IP}:2888: 3888, 0. 0. 0. 0: 2888: 3888

pgnodel:
image: {REGISTRY IP}: {REGISTRY PORT}/ghcr. io/zalando/spilo-15: 3. 0-pl
ports:
- target: 5432
published: 5432
mode: host
deploy:
replicas: 1
placement:
constraints:
- "node. labels. region==db-1"
environment:
ZOOKEEPER HOSTS: {FISRT SERVER IP}: 2181, {SECOND SERVER IP}: 2181
PGPASSWORD STANDBY: {PASSWORD}
PGPASSWORD ADMIN: {PASSWORD}
PGPASSWORD SUPERUSER: {PASSWORD}
SCOPE: pgCluster
networks:
db net: null

volumes:



- /home/postgres/data: /home/postgres/pgdata

pgnode2:
image: {REGISTRY IP}: {REGISTRY PORT}/ghcr. io/zalando/spilo-15: 3. 0-pl
ports:
- target: 5432
published: 5432
mode: host
deploy:
replicas: 1
placement:
constraints:
- "node. labels. region==db- 2"
environment:
ZOOKEEPER HOSTS: {FISRT SERVER IP}: 2181, {SECOND SERVER IP}: 2181
PGPASSWORD STANDBY: {PASSWORD}
PGPASSWORD ADMIN: {PASSWORD}
PGPASSWORD SUPERUSER: {PASSWORD}
SCOPE: pgCluster
networks:
db net: null
volumes:

- /home/postgres/data: /home/postgres/pgdata

networks:
db net:
name: mavara-pgsql-network
external: true

driver: overlay

edbs, {REGISTRY_IP} . {REGISTRY_PORT} . {FIRST_SERVER_IP} . {SECOND_SERVER_IP} o
{PASSWORD} |l o, lgwlyw pdbs, vetst wobse Sus»

U9s 09> Manager Swarm spwegle o) Ul Il psSuse

unzip postgres-cluster. zip
cd postgres-cluster
chmod +x install-postgres-cluster. sh

. /install-postgres-cluster. sh {REGISTRY IP}: {REGISTRY PORT}

3 LPsI P IdSw lps) w90 dunes,y wldli 5, sls,Sws,s So wlsJ docker-compose.yaml pgzs>



docker

docker

docker

docker

lpwe suwegle jo, il Tl psSose

network create -d overlay --attachable mavara-pgsql-network

stack deploy --compose-file docker-compose. yml the-pgsql-stack

Slews ols jsy wo o puws speese Sdlpue, PostgreSQL ps woljo.

service 1s

stack services the-pgsql-stack

sovegle S, ols o yuns J|3 ovussuw ol psolgvs (Gupele instance ol Jl 5, TC) ole Uvss U

docker

docker

docker

WESS) 2082)

service logs the-pgsql-stack zkl
service logs the-pgsql-stack pgnodel

zow wlsso Tono SUlgwe, Slegs |docker stack rm| 15 bsd S vs> Manager Izl ps Gugo

stack rm the-pgsql-stack



Install NFS Server

wls lgwe e Storage Ijve )lSs oso gvossols Kubernetes, psl) luwe sSs 1 gvagol wguslo File
Server wgsso S,

VLY PSSUSE

wJSst ols RPM o, 09 wo NFS Server s, oSt k8s-offline pgzges pselyuvo

tar -xf ./k8s tools. tar. gz
cd . /k8s-offline

yum install -y --cacheonly --disablerepo=* . /rpm/*. rpm
wls wgld S0 NFS Server | spwegile jo) lpveddlbe psSuse:

systemctl enable rpcbind
systemctl enable nfs-server
systemctl enable nfs-lock
systemctl enable nfs-idmap
systemctl start rpcbind
systemctl start nfs-server
systemctl start nfs-lock

systemctl start nfs-idmap
sS Hls,Swe s wols zow NFS lszls S)se 9 permission ols js, )l wo o pssose

mkdir /home/itg
chown -R nfsnobody: nfsnobody /home/itg
chmod -R 777 /home/itg

sls,S @ s puntue uwo Ul 5, wlsd etc/exports/| ol spwesows Lot Tsws love e SHuse pUvE.
PSSOSP

/home/itg XXX, XXX, XXX. 0/24(rw, sync,no_subtree check, no _root squash)
nfs server )| ,s wolo psSuse

systemctl restart nfs-server



5, Ie, rool ols Wl eld Jl op puwe psSOSe

firewall-cmd --permanent --zone=public --add-service=nfs
firewall-cmd --permanent --zone=public --add-service=mountd
firewall-cmd --permanent --zone=public --add-service=rpc-bind

firewall-cmd --reload



Install Rabbitmqg and
Volumes

lowsl psolsgue >y wele 0gd ols SsoLuws) dls,Swg,s Joy lstls guga:

mkdir -p /home/data/logs

3 sy 56y pdlds, {REGISTRY_IP} , {REGISTRY_PORT} s {NFS_IP} |l Luos,e werst tleSibs s
Il Suss

unzip install-rabbitmg- vol. zip
cd install-rabbitmg- vol
chmod +x install volumes rabbitmg. sh

. /install volumes rabbitmg. sh {REGISTRY IP}: {REGISTRY PORT} {NFS IP}
ol lpwedbo | opwes) js) suresw leuls rabbitmg )l o ovs psSuse:
kubectl -n infra get all
ol lpwe o | spwes) Sy supesw Volume ol Sl o) )pvs psSouse

kubectl -n itg get pv, pvc



Install Integropia

5y sowesy jsy pdlss, {REGISTRY IP} . {REGISTRY PORT} 5 {NFS_IP} Ll Cuesre worst tlssibs s
Il Sus»

unzip install-itg. zip
cd install-itg

chmod +x install. sh

. /install. sh
ol lpwedle | opwes, js) sueesw lels ESB )l 28 psSuse

kubectl -n itg get all



Install SSO

CPCUNUI UyP SSO k._Jl
Keycloak

lso puvews pled lsth g lgwe @l sS pussyv Single Sign-On (SSO) ol Ipwe wdle | Keycloak o550
23 )l wegost psd0s. pilrd Uvled gvlew Docker Image: osds 9 wguv wo Docker Registry. 4
sswdss Jss Kubernetes | jwe.

eoled

1. wlge Docker Image

w,ls lsgl> Docker Image. wlsJ |Dockerfile| js, lowe o ps ugo:
FROM quay. io/keycloak/keycloak: 23. 0. 3 as builder

# Enable health and metrics support
ENV KC HEALTH ENABLED=true
ENV KC METRICS ENABLED=true

# Configure a database vendor

ENV KC DB=postgres

WORKDIR /opt/keycloak

# for demonstration purposes only, please make sure to use proper certificates in production
instead

RUN keytool -genkeypair -storepass password -storetype PKCS12 -keyalg RSA -keysize 2048 -
dname "CN=server" -alias server -ext "SAN: c=DNS: localhost, IP:127.0.0.1" -keystore

conf/server. keystore



ADD - - chown=keycloak: keycloak . /com. mavaratech. Login-natcode-jar- with- dependencies. jar

/opt/keycloak/providers/com. mavaratech. login-natcode- jar- with- dependencies. jar
RUN /opt/keycloak/bin/kc. sh build

FROM quay. io/keycloak/keycloak: 23. 0. 3

COPY --from=builder /opt/keycloak/ /opt/keycloak/

# change these values to point to a running postgres instance

ENV KC DB=postgres

#ENV KC _DB_URL=<DBURL>

#ENV KC _DB_USERNAME=<DBUSERNAME>

#ENV KC _DB_PASSWORD=<DBPASSWORD>

ENV KC HOSTNAME=localhost

ENV KC HOSTNAME STRICT HTTPS=false

ENV TZ=Asia/Tehran

ENTRYPOINT ["/opt/keycloak/bin/kc. sh", "start", "--debug", "--spi-theme-static-max-age=-1",6"--

spi- theme- cache- themes=false", "--spi-theme-cache-templates=false"]

3 lso Blsd wJISs0 tlsl Slewlsd guse wo sls,Sws s | /opt/keycloak/providers/| I slcso -
lowe.

duvwg)y wsdo:
docker build -t keycloak-custom: 23 .

wouest: lsu suwes, Docker Image 1 wl olp |keycloak- custom| ¢ ouweo | 23] 1 prewsls we sy
5, |Dockerfile| psowljo.

2. w9 w Docker Image wo Docker Registry

Docker Image gwlgwoguso Ll wo szsove s Docker jss ows, |192. 168. 30. 26: 5000 | o v psSOSH:

dspvwgyles:



docker tag keycloak-custom: 23 192. 168. 30. 26: 5000/keycloak- custom: 23

weuesST: lsu duwws) S w8 sy wls Docker Image jwlgwovse lszh psSus ol w)ls weun
S0 wo ytsuves lple gugo.

docker push 192.168. 30. 26: 5000/keycloak- custom: 23

wouasT: lsu suuws, Docker Image [l wo jzsuwe,s puntueuuso (192, 168. 30. 26: 5000]) |, wl
PSS Y.

3. >swdss yss Kubernetes

wls lgwed,l, Keycloak. 15 wlsd |keycloak- deploy. yaml| js, lowe e pesguso:

apiVersion: apps/vl
kind: Deployment
metadata:
name: keycloak-deployment
namespace: nioc
labels:
app: keycloak
spec:
replicas: 1
selector:
matchLabels:
app: keycloak
template
metadata:
labels:
app: keycloak
spec:
containers:

- name: keycloak
image: 1image
volumeMounts:

- mountPath: /opt/keycloak/themes

name: files-vol



env:

volumes:

subPath: keycloak/themes

name: KC DB URL
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-db-url
name: KC DB USERNAME
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-db-username
name: KC DB PASSWORD
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak- db-password
name: KC HOSTNAME
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak- db-hostname
name: KEYCLOAK ADMIN
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-admin-user
name: KEYCLOAK ADMIN PASSWORD
valueFrom
configMapKeyRef:
name: integration-configs
key: keycloak-admin-password
name: KC HOSTNAME STRICT HTTPS
value: "false"
name: KC HOSTNAME STRICT
value: "false"
name: DEBUG PORT
value: "*:8787"

- name: files-vol



persistentVolumeClaim:

claimName: pvc-files

apiVersion: vl
kind: Service
metadata:
name: keycloak-service
namespace: nioc
spec:
selector:
app: keycloak
ports:
- name: app
protocol: TCP
port: 8443
targetPort: 8443
- name: debug
protocol: TCP
port: 8787
targetPort: 8787

kubectl apply -f keycloak-deploy. yaml

dSvwy) 5w dss!

weuest: lsu suwes, Wlsd |keycloak- deploy. yaml| [l o SJlpwe, Kubernetes lgelJ )50

sswdss Keycloak I TEl psSoo.

4. oolbspe Ingress o,ls |H)liso SSO

ol lpwe e | wlsd | ingress. yaml | Jso ovussuw SSO Lgs gwlonlesy Llse psyuvgo:

apiVersion: networking. k8s.io/vl
kind: Ingress
metadata:

annotations:



kubernetes. io/ingress. class:
nginx.
nginx.
nginx.
nginx.
nginx.
nginx.
nginx.
nginx.
nginx.
nginx.

nginx.

ingress.
ingress.
ingress.
ingress.
ingress.
ingress.
ingress.
ingress.
ingress.
ingress.

ingress.

kubernetes

kubernetes

kubernetes
kubernetes
kubernetes
kubernetes
kubernetes
kubernetes
kubernetes
kubernetes

kubernetes

nginx

. io/backend- protocol: HTTPS
. 1o/keep-alive-requests: "10000"
io/large-client- header-buffers:
io/max- worker-connections:
io/proxy-body-size: 8m
io/proxy-buffer-size: 256k
io/proxy-buffering: "on"
io/proxy-buffers: 4 512k
io/rewrite- target: /
io/ssl-redirect: "false"

"true"

io/upstream- keepalive- connections:

8 512k
"100000"

"2000"

nginx. ingress. kubernetes. io/use- forwarded- headers
nginx. ingress. kubernetes. io/use-proxy-protocol: "true"
nginx. org/server-snippets:
listen 80 443 backlog=4096;
name: integration-ingress-ssl
namespace: nioc
spec:
rules:
- host: mysso.nioc. ir
http:
paths:
- backend:
service:
name: keycloak-service
port:
number: 8443
path: /

pathType: Prefix
dovwyy leeld:
kubectl apply -f ingress. yaml

wouest: lsu suwes, wlsd |ingress. yaml| )l e SJlgwes, Kubernetes lgpld S50 5 wolbspel
Ingress o ,ls spwe,pws wo pwyssuw SSO Ul szl psSoo.



U SCEo

wov U lols poled oldl ovsssow SSO Jes wlwsleso |mysso. nioc. ir| 5, sgwe 0w Eslos weo. IE
euvSJs 2oy putdo wsuv e | JISols ool o)ls gsoslos lpvodbe Suso.

suwwgle pddss ols wums:
CoounsS gue s whol:

kubectl get pods -n nioc

wouaST: lsu duvws) supEse whols puved,Juse 5, Namespace |nioc| )l pplsgy psdoo.

kubectl logs [POD NAME] -n nioc

wouesT: ksu sguwey JISols sS b puutue Ul wols wuws tlbl sl pguSJle uplsys
@S0,



